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FaaS Runtimes

Container Sandbox

| Hardware | Hardware | | Hardware |

Containers (e.g., runc) “Secure” Containers microVMs (e.g., Firecracker [3])
(e.qg., gVisor 1, 2])
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Unikernels

— Application is executed directly on top of a
hypervisor, embedded into binary including OS
primitives, virtual hardware drivers

— Lean, fast boot times, VM isolation, small attack
surface

— POSIX-compatible unikernels (Nanos [4], OSv [5],
Unikraft [6]) vs. language-based unikernels (Clive
[7], runtime.js [8], Hermit [9])

Hardware
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Evaluation

— Lightweight FaaS sandbox experiment harness on

a single

— Go and Node.js microbenchmarks

— Evaluating for: cold start times, memory footprint,
idle resource usage, 10 performance...

— Comparing OSv, Nanos, gVisor, Linux on
Firecracker, Docker

— Source:

node

https://github.com/OpenFogStack/unikernel-edge-

faas/
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Results
— Unikernels are promising! Great cold start
performance, OK memory footprint

— But: not mature enough! Performance bugs in
Nanos (network IO, memory page deduplication)
and OSyv (idle CPU operations)

— runc is hard to beat in terms of performance
(but considered insecure)

— gVisor has terrible performance

— Full results in our paper (under review)
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ABSTRACT

Function-as-a-Service (Faa$) is a promising edge computing
execution model but requires secure sandboxing mechanisms
to isolate workloads from multiple tenants on constrained
infrastructure. Although Docker containers are lightweight
and popular in open-source Faa$S platforms, they are gener-
ally considered insufficient for executing untrusted code and
providing sandbox isolation. Commercial cloud FaaS plat-
forms thus rely on Linux microVMs or hardened container
runtimes, which are secure but come with a higher resource
footprint.

Unikernels combine application code and limited operat-
ing system primitives into a single purpose appliance, re-
ducing the footprint of an application and its sandbox while
providing full Linux compatibility. In this paper, we study
the suitability of unikernels as an edge FaaS execution en-
vironment using the Nanos and OSv unikernel tool chains.
We compare performance along several metrics such as cold
start overhead and idle footprint against sandboxes such as
Firecracker Linux microVMs, Docker containers, and secure
gVisor containers. We find that unikernels exhibit desirable
cold start performance, yet lag behind Linux microVMs in
stability. Nevertheless, we show that unikernels are a promis-
ing candidate for further research on Linux-compatible FaaS
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that intercept system calls [35, 53], yet these sandboxes can
introduce considerable invocation overheads and memory
footprints that make them unsuitable for the edge [58].

An isolation mechanism that has yet to be explored for
edge FaaS$ is the unikernel, which combines application code
and limited operating system primitives into a single purpose
appliance [26, 28, 30, 32-34]. Reducing the footprint of kernel
functionality required to run the application service results
in a minimal footprint that can boot more quickly while also
using less resources [24, 25, 37]. Nevertheless, unikernels are
not yet widely adopted and lack the maturity of container
and microVM technology [9].

In this paper, we study the suitability of unikernels as
edge Faa$ execution environments using the Nanos [38] and
0OSv [22] unikernel tool chains. To the best of our knowledge,
this is the first performance study of general-purpose, Linux-
compatible unikernels as edge Faa$ isolation mechanisms.
Further, we compare performance along multiple relevant
metrics against Firecracker Linux microVMs, Docker con-
tainers, and the gVisor hardened container runtime.

2 BACKGROUND

To understand to what extent unikernels can be used for
isolating FaaS workloads on the edge, we first explain the

https://arxiv.org/abs/2403.00515
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